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 As more and more governments and individuals connected their computer to 
Internet, e-government and e-business had been becoming more and more prevalent 
with development of Internet; network security system had become indispensable 
component of network architecture. NIDS (Network Intrusion Detection System) 
becomes the core infrastructure of corporate information security, it become a key tool 
of network security. However, traditional NIDS cannot apply to high wire speed 
network because of technical restrictions. The essay aims at accelerating the detection 
engine of NIDS through making use of modern architecture computer’s some new 
features. It makes NIDS can work well at high wire speed networks. 
The essay reviewed the fundamental structures of NIDS firstly; discussed two 
types of algorithms used in detection engine; then studied two important new feature, 
multi-core and SIMD, of modern architecture computer. Combined with the features 
of detection engines; we studied the feasibility of accelerating through the two 
architecture’s features. Then we circumstantiated the body of the essay in three 
aspects. 
Firstly we divided the rules set of NIDS which made the detection engine could 
work on multiple cores platform. The rules set partition algorithm for balancing the 
overload of each core was proposed. Then we studied the feature of memory access of 
detection engine, invented a local cache substitution algorithm based on SIMD 
instructions set, overlapped the detection computing and memory access via double 
buffer. All these enhancements decreased overload of memory access and maximized 
the parallelism of detection engine. 
 Secondly we paralleled the detection engine at instructions set level through 
SIMD after the parallel algorithm control flow. New data structures of patterns set 
rearrangement algorithm was proposed through deeply studying SIMD instructions 
and memory alignment access feature. The rearrangement of patterns structure 
dramatically reduced the overload of memory access of detection engine.   
Finally a novel compression-format based pattern matching algorithm is 
proposed. It could detect the compressed data stream without the need of decompress 
the data stream completely. The algorithm decreased the repetition search of detection 















this algorithm’s implementation we proposed an SIMD based high speed hash search 
algorithm. Experimental results show that the proposed algorithm reduced the 
computing overload and then improved throughput dramatically.  
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图 1  入侵检测的工作原理 
 
1.1.1 网络入侵检测系统的工作原理 
网络入侵检测系统（Network Intrusion Detection System），简称 NIDS。如
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的方法提高入侵检测引擎的速度是解决这些问题的一种重要的方法，这将直接
关系着入侵检测系统的发展前景。  








据文献[5]，在 2000 年到 2006 年期间有超过 26000 个不同的系统脆弱性被
报道。这些脆弱性都是系统安全的隐患，都是任何一个安全系统需要关心的。
Snort[6]作为 有名的一个基于规则的网络入侵检测系统，其规则集合在 2003










































SIMD 优化的模式集合划分方法，本章 后对几种情况进行了性能测量比较。 
第五章对于压缩流量的匹配提出了自己的新算法，充分利用压缩过程中的
行程编码结果来 大限度地减少重复计算匹配的开销，为了验证算法的有效性，
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